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MAKING PUBLIC SERVICES WORK FOR YOU WITH YOUR
DIGITAL IDENTITY

Response by Association of Taxation Technicians
Introduction

The Association of Taxation Technicians (ATT) is pleased to have the opportunity to respond to the UK
government consultation document Making public services work for you with your digital identity (‘the
Consultation’) issued on 10 March 20261,

The primary charitable objective of the ATT is to promote education and the study of tax administration and
practice. We place a strong emphasis on the practicalities of the tax system. Our work in this area draws
heavily on the experience of our members who assist thousands of businesses and individuals to comply with
their taxation obligations. This response is written with that background.

We welcome the government’s ambition to modernise public services through the introduction of a national
digital identity system. We recognise the potential for a well-designed digital identity (ID) to reduce
duplication, improve security, and simplify interactions with government, including in the administration of
tax and related services.

We have responded to this consultation from the perspective of taxpayers and their agents. Our response
focuses on the implications for tax administration, interaction with HMRC, the role of professional agents,
security and fraud risks, and the experience of digitally excluded or vulnerable taxpayers.

We would be pleased to discuss any aspect of this submission further. Relevant contact details can be found
in Section 9.

Executive summary

Many taxpayers interact with HMRC and other public bodies through professional agents, and any digital ID
system used within tax administration must be designed to accommodate this reality. It is essential that digital
ID works seamlessly with existing agent authorisation frameworks, while supporting the digitally excluded.

1 https://www.gov.uk/government/consultations/making-public-services-work-for-you-with-your-digital-identity
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We have concerns about security and fraud risk. A national digital ID will be a highly attractive target for
criminals, particularly given existing levels of identity-related fraud affecting tax repayments and benefits.
Robust technical safeguards must be accompanied by clear accountability, strong redress mechanisms, and
protections for taxpayers who are victims of identity misuse through no fault of their own.

Digital exclusion remains a central concern. Many taxpayers are unable to engage digitally, and may rely on
others to manage their affairs. While the digital ID is described as voluntary, for this to be true in reality it
must remain optional in practice as well as in law. Non-digital access routes must be sustainable, properly
resourced, and equivalent in status and timeliness, so that digitally excluded or vulnerable individuals are not
disadvantaged in complying with their obligations or accessing entitlements. Alternatives such as physical ID
cards containing a digital chip could be considered for those unable to use digital means.

We would support the use of phased pilots to test the digital ID system across a representative range of public
services before any large-scale rollout. Given the potential impact on taxpayers, professional agents and
public bodies, it is essential that the system is tested in real-world conditions to identify operational, security
and user experience issues at an early stage.

Any pilot should include services administered by different government departments and, where appropriate,
services provided by devolved administrations and local government, in order to test interoperability and
consistency across jurisdictions. In the context of taxation, pilots should include scenarios involving
authorised agents, as well as taxpayers who engage directly with government services. We would strongly
recommend that pilot activity includes users with varying levels of digital capability, including digitally
excluded or vulnerable individuals, to ensure that alternative access routes function effectively in practice
and appropriate support can be accessed.

The success of such a system will depend on whether it genuinely reduces administrative burdens without
creating new risks or exclusion for taxpayers and those who support them. The cost of introducing and
maintaining the system should also be considered, especially since this is described as voluntary and uptake
may be low.

Questions on Part 1: Our Ambition

Question 1: What do you think the main benefits will be, if any, for the government’s new national digital
ID system?

A national digital ID system has the potential to reduce duplication in identity checks across government
services. From a tax perspective, a trusted digital ID could streamline access to HMRC, reduce repeated
identity verification, and support more secure interactions between taxpayers, professional agents and
HMRC.

Question 2: What do you think the main drawbacks will be, if any, for the government’s new national digital
ID system?

Centralising digital ID increases the potential impact of security failures or account compromise, creating a
target for fraud. There is also a risk that the system will assume direct digital engagement by individuals,
overlooking taxpayers who rely on professional agents or those who are digitally excluded.
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Question 3: One of the government’s aims for the new national digital ID system is to make it easier for
people to prove who they are. To what extent do you agree or disagree that the proposed system could
help achieve this aim, and why?

We somewhat agree that a digital ID could make it easier for some individuals to prove their identity.
However, this depends on proper integration with existing HMRC systems, clear support for agent
interactions, and alternative routes and appropriate support being available for those unable to use digital
services.

Question 4 The government proposes to use the digital ID system to enable more modern, efficient and
personalised public services.

Which public services would you want the government to prioritise making faster or more efficient using
the system?

Priority should be given to tax services where identity checks are frequent and errors cause real harm,
including access to HMRC online accounts, tax repayments, changes to bank details, agent authorisation, and
access to tax credits and benefits. A digital ID could also be beneficial in enabling identification of individuals
who interact across different taxes, improving consistency and oversight.

Part 2: Our approach

Question 2.1.1 The national digital ID will be issued as a credential (or digital document) for storage on a
compatible device, similar to how people already store payment cards and tickets on their smartphones.
Are there technical issuance standards, beyond those already used by the GOV.UK Wallet, that we should
be building the national digital ID to?

We are aware of situations where individuals have been unable to use the GOV.UK One Login service on their
smartphone due to the age of the device. If the system is restricted to the most up-to-date models, this is
likely to limit uptake and exclude some users. We recognise that this must be balanced against security
requirements and the reduced ability of older devices to receive updates or respond effectively to security
vulnerabilities, but accessibility and inclusion should remain key considerations in system design.

Question 2.1.2: Do you have any concerns about the impact of the national digital ID that are specific to
your part of the UK? If so, please select which country and why?

Any digital ID should encompass services administered by multiple UK government departments and, where
relevant, services delivered by the devolved administrations of Scotland, Wales and Northern Ireland, as well
as local government and certain non-governmental bodies such as Companies House. This would enable
individuals to use a single, trusted identity across a wide range of public services and jurisdictions, supporting
interoperability, reducing duplication, and improving consistency of user experience. Designing digital ID with
this breadth in mind would also help ensure that interactions with different tiers of government are joined
up, while respecting the distinct legal, administrative, and policy frameworks within which each authority
operates. This will also help to support individuals moving across jurisdictions.

Questions 2.2.1 and 2.2.2: Are there any ethical factors government should consider that relate to an
individual deleting their digital ID? Are there any ethical factors government should consider that relate to
revoking (i.e. cancelling) an individual’s digital ID?

ATT/Submissions/2026 3
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Deletion and revocation raise important ethical issues. Individuals must be able to delete their digital ID
without losing access to essential services, and revocation decisions must be proportionate, transparent, and
subject to appeal, particularly where tax compliance is affected. Where a digital ID has been compromised,
such as theft of a device, there should be a clear and simple mechanism to report this and place the ID on
hold while still permitting alternative access to services. There should be clear timeframes and routes for
reinstatement once the issue has been resolved. The digital ID should be deleted immediately on death
potentially via the ‘Tell Us Once’ service.

Questions 2.2.3, 2.2.4 and 2.2.5

This is not our area of expertise, and we are therefore unable to comment.

Part 3: Useful

Question 3.1.1: The national digital ID will include a person’s full name, date of birth, nationality, and a
biometric facial image (photo). What further information, if any, should the digital ID also include?

A digital ID should include only the information strictly necessary for the purposes of identity verification, in
accordance with the UK GDPR principles of data minimisation, purpose limitation, and privacy by design and
by default. It should not become a repository for tax, financial, or transactional data, which should continue
to be held and processed within existing secure HMRC systems and other established government platforms,
where safeguards already operate. Maintaining a clear separation between identity data and service specific
information reduces the risk and impact of data breaches, supports compliance with data protection
obligations, and helps to build public trust by ensuring that digital ID functions solely as a means of
authentication rather than as a consolidation point for sensitive personal information. Only information
legally required by an organisation should be accessed when using the digital ID.

A biometric facial image will require updating on a regular basis, perhaps at least every 10 years as for a
passport. It is therefore essential that any digital ID system includes a simple, secure, and accessible way for
individuals to update or replace their biometric data, correct errors, and regain access quickly. Without an
easy and trustworthy update mechanism, the system risks amplifying harm to individuals rather than reducing
it, particularly for those who are less digitally confident or who experience changes in appearance over time.
These processes should be free at the point of use: individuals should not bear any financial cost for
correcting, updating, or securing their own identity data. Without a no-cost, trustworthy update mechanism,
such systems risk unfairly penalising individuals and undermining confidence and participation.

Biometric facial images are increasingly used as a form of identification, but their reliability is being challenged
by the rapid rise of Al-generated deepfakes that can convincingly mimic real faces. We are concerned that
this creates a significant risk that facial biometrics could be compromised or misused, undermining trust in in
a system that rely on a person’s face as proof of identity.

Questions 3.1.2 and 3.1.3: If your organisation were to rely on this information, what would help you trust
an address on the digital ID? To what extent do you agree or disagree with a legal requirement to inform
the government of changes or errors within an appropriate timeframe?

One potential use on a digital ID would be for anti-money laundering (AML) purposes. If address information
were to be included in digital ID in future, this could allow professional agents to include it as part of their
AML checks. Trust would be significantly strengthened by clarity on how and by whom the address was
verified, with reliance placed only on addresses that have been independently verified against authoritative
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and reliable sources, rather than self-declared information. Agents would need visibility of when the address
was last verified, along with assurance that there are clear mechanisms for updating or reverifying address
information to mitigate the risks associated with outdated data.

Confidence would be further enhanced if digital ID holders were subject to a clear legal obligation to keep
address and other information, such as name changes, accurate and up to date, supported by defined,
proportional consequences where this requirement is not met. Explicit ID holder responsibilities would help
reinforce the integrity of the system and support reliance for regulated purposes.

For AML compliance, address information would need to carry a clear assurance level, enabling agents to
assess whether reliance on it is sufficient for different risk scenarios or whether supplementary checks are
required. The ability to generate an audit trail demonstrating reliance on the digital ID would be essential to
meet supervisory and record-keeping obligations.

A clear regulatory and liability framework, setting out whether reliance on digital ID address information is
recognised by AML supervisors, and where responsibility lies if the information proves inaccurate would be
required. Without these safeguards, address data would be unlikely to replace existing AML processes and
would be treated as supplementary only.

Questions in sections 3.2 and 3.3
See paragraph 5.4 above.
Questions in section 3.4 Tackling illegal working

The move towards fully digital right to work checks, including the use of a national digital ID, has the potential
to simplify compliance for employers by standardising processes, reducing reliance on insecure manual
document checks, and creating a clear digital audit trail. For businesses, this could reduce administrative
burden and the risk of inadvertent non-compliance arising from misunderstanding complex and evolving
rules.

However, it will be important that the system is designed with small employers in mind and the cost of
implementation is minimal. Many small businesses do not have dedicated HR functions. Clear, accessible
guidance will be essential, alongside reassurance that employers will not be penalised where they have acted
reasonably and in good faith using prescribed digital processes.

Part 4: Inclusive

Questions in section 4.1 Eligibility for digital ID All British and Irish citizens, and foreign nationals with
permission to be in the UK, who are above an agreed minimum age will be eligible for the national digital
ID. Are there any other groups that should be included?

Consideration should be given to enabling a parent or legal guardian to request a digital ID on behalf of a
child, with appropriate safeguards and limited functionality. While a child’s digital ID would not need to
enable full identity or age verification, it could support legitimate administrative and financial interactions
with government, such as claiming tax refunds or reliefs on a child’s behalf.

For example, tax refund claims made using a form R40 currently lack a consistent reference that allows easy
tracking through the tax system, creating administrative inefficiency and uncertainty for claimants. A linked
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child digital ID could provide a secure, unique identifier to support tracking, reduce errors, and improve
transparency, without exposing the child to unnecessary data use.

Any such system should be strictly purpose-limited, requested and controlled by a verified adult with parental
responsibility, and flexible enough to be updated or withdrawn as circumstances change. Enabling this option
would improve system integrity while better reflecting the realities of how families interact with public

services.
Questions in sections 4.2, 4.3, 4.4 and 4.5 Unlocking access across society, commitment to supporting

inclusion, accessibility and alternative access routes

We strongly support the principle that the national digital ID and all government services must be genuinely
inclusive and must protect individuals who are digitally excluded, particularly those who cannot engage
digitally due to physical, sensory, cognitive, or mental health disabilities. For these individuals, digital
exclusion is often permanent and reliance on assisted digital support alone will not be sufficient.

In such cases, a secure physical alternative to the digital ID is a possible solution. This should function as an
equivalent credential that does not require the holder to operate a digital device, but can still be verified
digitally by public services. A government-issued physical card incorporating a secure chip or digitally
verifiable QR code should offer the equivalent access to services as a digital ID.

Local authorities could play a central role in supporting inclusive access. They are well placed to provide
trusted, in-person support for enrolment, identity verification, and provide any physical credentials,
particularly for disabled individuals and those facing multiple barriers. This approach would build on existing
local authority roles in electoral registration, social care, and housing support.

We are also concerned about individuals who do not hold a passport or driving licence. Our members often
comment on the difficulty of completing identity checks in such situations. The digital ID system must include
clear, funded alternative routes to identity verification, without additional cost or disproportionate burden.
Supported verification using existing government records, attestations from trusted public bodies, and in-
person routes via local authorities should be available.

Overall, inclusion must be designed into the system as a default. Protecting digitally excluded individuals is
essential to maintaining trust and ensuring that digital ID expands, rather than restricts, access to public
services.

Part 5: Trusted

Questions 5.1, 5.2, 5.3 Security and fraud risks

We welcome the government’s recognition that trust, security and privacy are fundamental to the success of
a national digital ID system, and in particular its commitment to embedding security and privacy by design
from the outset. This approach is essential if the system is to command public confidence.

Our members act as trusted intermediaries between taxpayers and HMRC and routinely handle highly
sensitive personal and financial information. They are therefore acutely aware of the consequences when
public sector systems fail to adequately protect data. Recent HMRC security incidents have heightened
taxpayer concern, both about the resilience of government systems and about how incidents are managed
and communicated when they occur.
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We welcome the emphasis on data minimisation, decentralised storage and selective disclosure, which are
important safeguards in reducing unnecessary data sharing and limiting harm if security incidents occur.
However, robust technical design must be supported by clear operational processes, particularly for incident
response and user communication.

Public trust will depend on a clear and consistent breach notification framework. Where personal data is
compromised, or there is a credible risk of compromise, affected individuals should be informed promptly, in
plain language, and given clear information on what data may be affected, what action has been taken, and
what steps they can take to protect themselves. While UK GDPR provides a baseline, the scale and sensitivity
of a national digital ID system justify a particularly high standard of proactive communication.

HMRC related scams remain among the most prevalent fraud risks faced by taxpayers. A digital ID system
could help reduce fraud, but only if supported by strong public education, clear official communication
channels, and rapid action to counter impersonation, misinformation and fraudulent imitation of government
services.

Question 5.4 Ensuring strong oversight and governance

We welcome the involvement of the National Cyber Security Centre and the application of Secure by Design
principles. To further strengthen confidence, regular independent security assurance and testing, with
appropriate high-level transparency, would help demonstrate accountability without compromising system
security. Enhanced protections should also be standard for individuals at heightened risk of harm if their data
is misused.

Effective oversight and redress mechanisms will be critical to maintaining trust. Prevention alone is not
sufficient; individuals must be confident that errors, misuse or breaches can be resolved quickly, transparently
and fairly. There should be clear routes for escalation, swift correction or restoration of access where
appropriate, and meaningful redress where harm has occurred.

Visible accountability and effective governance will be particularly important in reassuring taxpayers and
those who support them that the system is not only secure by design, but robust, transparent and responsive
in practice.

Overall, we welcome the government’s acknowledgement of the risks inherent in a national digital identity
system and its commitment to addressing them from the outset through strong security, governance and
oversight arrangements.

Part 6: Wider summary of impacts

In considering the wider impacts of a national digital ID, it will be important to take account of the costs of
implementation and ongoing operation alongside expected levels of uptake. As the digital ID is intended to
be voluntary, uptake may vary across different groups of users and services. This may have implications for
how public bodies design and resource both digital and non-digital access routes during any transition period
and beyond. Transparency around anticipated costs, assumptions about uptake, and longer term funding
arrangements would help to ensure that services remain accessible, sustainable and proportionate, and that
the introduction of digital ID contributes to reducing administrative burdens rather than adding additional
complexity and costs for taxpayers, professional agents, the general public, businesses and public bodies.
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Contact details

We would be pleased to join in any discussion relating to this consultation. Should you wish to discuss any
aspect of this response, please contact us at atttechnical@att.org.uk.

The Association of Taxation Technicians
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10.1

Note

The Association is a charity and the leading professional body for those providing UK tax compliance services.
Our primary charitable objective is to promote education and the study of tax administration and practice.
One of our key aims is to provide an appropriate qualification for individuals who undertake tax compliance
work. Drawing on our members' practical experience and knowledge, we contribute to consultations on the
development of the UK tax system and seek to ensure that, for the general public, it is workable and as fair as
possible.

Our members are qualified by examination and practical experience. They commit to the highest standards of
professional conduct and ensure that their tax knowledge is constantly kept up to date. Members may be
found in private practice, commerce and industry, government and academia.

The Association has more than 10,000 members and Fellows together with over 7,000 students. Members and
Fellows use the practising title of 'Taxation Technician' or ‘Taxation Technician (Fellow)’ and the designatory
letters 'ATT' and 'ATT (Fellow)' respectively.
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